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TERRORISM (EXTRAORDINARY POWERS) AMENDMENT BILL 2015 
Second Reading 

Resumed from 19 November. 

HON KEN TRAVERS (North Metropolitan) [2.23 pm]: We are dealing with the Terrorism (Extraordinary 
Powers) Amendment Bill 2015 and as we were discussing before we broke for the weekend the first and most 
important provision in this bill is to extend for another 10 years the Terrorism (Extraordinary Powers) Act 2005, 
otherwise it would expire at the end of this year. It is interesting that when we last debated this bill, I started to 
talk about the concerns raised by members in this place in 2005 when the substantive legislation was moved in 
this house. I might add at this point that the bill seeks to do a number of other things and I will comment briefly 
on those at a later stage of my contribution, but I see the fundamental issue as the continuation of the 
Terrorism (Extraordinary Powers) Act. 

A number of interesting contributions were made in 2005 when the act was originally considered. One of those 
contributions was made by Hon George Cash. On page 7070 of Hansard of 10 November 2005, 
Hon George Cash stated — 

There is no doubt that, as members of the Legislative Council, we need to be aware of the danger of the 
threat of terrorism. However, we must be equally aware of the threat of unbridled authoritarian power. 

They were very genuine concerns at the time that the act was originally debated in the house, and they continue 
to be concerns that each and every one of us should share. One of the reasons we need to consider those 
two questions when we are dealing with these matters is that the very people whom we are seeking to prevent 
getting a hold in our community—the terrorists—and changing the fabric of our life would be the first people 
who would use unbridled authoritarian power to oppress their community. In part, that is one of the reasons that 
we need this bill. We need to be careful that we do not destroy the fabric of our society in trying to prevent the 
threat to the fabric of our society, because in that way they would win. We also need to be careful that we do not 
set up a system that, ultimately, will come back to haunt generations to come, because if we continue to weaken 
those powers that is what will happen. 

There is no doubt that part of the aim of terrorists is to create fear in our community. When we last debated the 
bill, I said that one of the things I have personally resolved to do is to make sure that I never allow terrorists to 
create fear in me. I will personally oppose that fear and go out and stand up and say, “You are not going to win. 
You are not going to make me fearful of going about my ordinary everyday life.” That is not an irrational 
decision to make. We can go through the many examples of causes of death in the community. Acts of terrorism 
have increased in recent years, although now that I think about it, in trying to find a quantum, terrorist acts have 
been pretty consistent in my lifetime.  

I remember as a 13-year-old catching a plane to the United Kingdom with my mother to visit my grandmother. 
This was at the time of the shuttle diplomacy of Henry Kissinger. We landed at Bahrain airport, which was 
surrounded by tanks and there were armed guards everywhere. Our plane broke down and we spent 24 hours in 
this environment. We watched Henry Kissinger arrive at Bahrain airport, and there was certainly fear about 
terrorism then. We flew on to Rome airport and were delayed again at Rome airport for about eight hours. 
Immediately after we left Rome airport, the plane that was next door to where we had been at Rome airport was 
blown up by terrorists. I remember at the time that the rest of our family were all sitting back in Perth—
telecommunications were not as good as they are today and we did not have mobile phones—thinking all was 
good because we were scheduled to have left Rome airport a day before that plane blew up, yet we had literally 
pulled out of that spot and taken off half an hour before.  

In that sense, terrorism has been very much a part of our community, probably forever, in various forms. There 
have been some notable terrorist events, which does not in any way diminish the tragedies that have occurred. 
I know that the thoughts of all members in this chamber go out to those who have been impacted or have lost 
loved ones over the last few weeks as a result of acts of terrorism around the world. We have to consistently 
fight the fear of terrorism. 

The other thing we need to do, as Hon George Cash stated, is to balance protecting ourselves from the threat of 
terrorism while being aware of the threat of unbridled power. Hon George Cash went on to say — 

One issue is the requirement to maintain the checks and balances of a democratic, accountable system 
of government in Western Australia. In theory, the bill is designed to protect the rights of law-abiding 
citizens from the actions of terrorists. I obviously support that policy. However, we must also recognise 
that it will give extraordinary powers to the bureaucracy; in this case, the Commissioner of Police. It is 
therefore not strange that the title of the bill should include the words “extraordinary powers”. 
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Although as a Parliament we are seeking to protect the rights and liberties of citizens, we must be 
careful to not set aside or suspend the basic rights and liberties of citizens by removing their access to 
the independent courts of law. As a Parliament, we cannot be coerced into rubber-stamping legislation 
for fear of challenging the legislation that is before us. There is no doubt that this legislation is 
controversial, because it seeks to remove some fundamental civil liberties and human rights that we as 
a Parliament claim to maintain and protect day after day. 

As we seek to extend this legislation for another 10 years, it is quite fascinating to note that, in the second 
reading speech, the Attorney General said — 

Although it is true that we have not yet had to use these powers in Western Australia, we cannot afford 
to be complacent. The need for these powers is continuing, as the terrorism threat, unfortunately, has 
intensified rather than abated. 

Leaving aside my earlier comment that I am not sure that the threat of terrorism has changed that much, it has 
been ever present over many years. It is interesting to note that, as we seek to extend this legislation for another 
10 years, the extraordinary powers that were talked about 10 years ago have never been used. That is a useful 
concern amongst those that were raised by members at the time. In fact, one of the concerns raised by members 
to the greatest degree was that there was unbridled power. When the original bill was debated, the 
Leader of the House, Hon Simon O’Brien and members in the other place raised the issue of judicial review. 
Hon Nick Goiran, who was not here at the time, will be interested in this issue in light of the bill that we debated 
last week when he was unfortunately away on urgent parliamentary business. Section 20(1) of the 
Terrorism (Extraordinary Powers) Act provides that the warrant is not open to challenge. In fact, 
Hon Peter Collier mentioned in great detail that neither the commissioner’s warrant nor a judge’s approval of 
such a warrant can be appealed against, reviewed, quashed, challenged or called into question before or by any 
person acting judicially or a court or tribunal on any account or by any means.  

Subsection (2) obviously exempts the Corruption and Crime Commission from looking into those matters. Last 
week we dealt with the Bell Group Companies (Finalisation of Matters and Distribution of Proceeds) Bill, and one 
of the key questions was whether that legislation would be subject to judicial review. Again, we are dealing with the 
extension of legislation that seeks to remove the capacity for judicial review. In light of some of the issues that 
I learnt about with the Bell bill, it will be interesting to know how that clause will stand up. The provision that 
removed the capacity for judicial review was debated significantly when the original legislation was passed through 
this place. Again, I return to the speech of Hon George Cash on that occasion, when he said — 

… I am interested in ensuring that we maintain a truly democratic and functioning state that defends 
and safeguards the political and economic freedom and liberties of the people from unbridled 
authoritarian power. 

Members who have studied political philosophy, or perhaps history in general, will know of an 
eighteenth century publication called The Spirit of Laws, which was published by the 
French philosopher and theorist Baron … Montesquieu. That publication set out the principles 
necessary for the establishment and maintenance of a truly democratic state. The principle that 
Montesquieu championed at that time later became known as the doctrine of the separation of powers. 

I will not read all the learned comments that were made at the time about the separation of powers. Suffice it to 
say that I think most members in this place would understand the importance of the separation of powers—
Parliament passes legislation and the executive and, through it, the Commissioner of Police on this occasion will 
operate under those powers, but it is always subject to the review of the courts. However, of course, it will be 
different on this occasion, as we are not providing for that review. 

I want to touch on that issue because a number of people talked about it. Hon Rob Johnson, who was the lead 
speaker on the bill in the other place at the time, went through some of the events. It is worth remembering that 
in 2005, when this legislation was originally put in place, we had already had the events of 9/11 and the 
bombings in New York. I am afraid to say that I cannot remember what I was doing on the night that Elvis died, 
but I remember very clearly the night of 9/11. It is one of those occasions that I can remember very clearly. I had 
escaped from Parliament and had been to a function. I had gone home and switched on the television and started 
to watch the broadcast. As members will recall, it went live around the world. I think all the televisions stations 
started broadcasting live and I was spellbound by it. 

Hon Alanna Clohesy interjected. 

Hon KEN TRAVERS: Yes. I remember that I was home on my own and I watched it for an hour or so and then 
felt the need to talk firstly to my family. It was interesting; I wanted to ring members of my family to see 
whether they had seen the broadcast and to be reassured that they were there. It was a telling time. In that sense, 
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I am sure that the terrorists achieved their aim of getting world attention and putting fear into all of us, which, 
hopefully, we have now overcome. Secondly, I wanted to talk to my friends to have their reassurance. We saw 
the collapse of the twin towers in New York. The event that probably touched Western Australians the most 
involved the two terrible bombings in Bali. I had the fortune to represent the Leader of the Opposition at this 
year’s service at the Bali Memorial. My understanding is that it was the first time since the Bali Memorial had 
been in place at Kings Park that, as the sun came up in the morning, it shone its light on the names of the loved 
ones who had been lost in Bali, as had been hoped. I know some people who knew people who lost their lives in 
Bali. Some people I know from the Kingsley Football Club did not lose their children, but their children’s 
friends lost their lives and so, as a member of Parliament, I attended a number of the funeral services as a mark 
of respect for those who lost their lives in Bali. I saw some of their family members at the Bali Memorial this 
year and the grief is still there; the tragedy for those people is still there.  

Although my argument is about not giving in to fear, they operate in a very different set of circumstances. We 
know the trauma that has been experienced, and many people did amazing and heroic things during that time, but 
they have been left with scars as a result. Although I say I do not give in to fear, I fully understand the broader 
impacts of terrorism. It is always very important to constantly provide that balance and make sure that in our 
desperation to deal with these issues, we do not cause more damage to the fabric of our community. The fact that 
this bill has been in existence over the past 10 years has given many of us comfort in our communities—and the 
fact that it has never been used is very positive, and that will need to continue. 

I commend the government for seeking simply to extend the life of the legislation for another 10 years. I suspect 
it is one of those areas in which there would have been a temptation to remove the sunset clause altogether, and 
say “Let’s leave it there for forever and a day.” With the passage of time, and with recent events, it would have 
been easy for a government to simply remove the sunset clause and leave it up to a future Parliament to repeal 
the legislation. Sadly, it may be that in another 10 years’ time we will be seeking to extend this legislation for 
a further 10 years. 

Hon Michael Mischin: I’d rather do that than actually have to use it. 

Hon KEN TRAVERS: Yes, I agree, but the point I was trying to make, Attorney General — 

Hon Michael Mischin: I think we’re on the same page here; I’m not actually criticising you. 

Hon KEN TRAVERS: No, but the point I was going to make was that one of the things I really like about 
extending the sunset clause rather than making this open-ended legislation is that it gives us hope. It says that 
one day we will win this war. These are extraordinary powers to be made available should we need them at this 
time, but one day we want to be in a position in which we do not need to have them. 

Hon Michael Mischin: And also, even if they are constantly rolled out, it is not the norm of our society to have 
extraordinary laws such as these. 

Hon KEN TRAVERS: That is why I commend the architect of this bill. I do not know whether the 
Attorney General was the architect of this bill, but the Minister for Police has primary carriage of it. That is 
a positive part of this bill: we should acknowledge, in passing it, that it is not legislation we want to have. We 
recognise the impacts it has on the fabric of our community in terms of the separation of power and the removal 
of our rights and liberties. In a perfect world, we do not want to have this legislation, and our aim is to get to 
a perfect world. Even if we never get there, we should never stop aspiring. That is my goal, and I think, from the 
comments made by the Attorney General, it is shared by all of us. 

This raises another issue that I wanted to talk about. In his second reading speech, the Attorney General said — 

As ISIL’s tentacles have reached into Australian society, inducing young Australians to leave their 
homes and commit violent offences, the Australian Government has sought to strengthen federal 
legislation to enable authorities to better deal with the increased threat level. An example of this is the 
Counter-Terrorism Legislation Amendment (Foreign Fighters) Act 2014, the so-called 
“foreign fighters” Act. 

The principal act amended by this bill was created during the time of a Labor government, and now it is being 
extended by a Liberal government. It is my view that we need legislation such as this, but the goal we all seek 
through our shared vision is dealing with those young people leaving their homes to commit violent offences. 
Thankfully, violent offences have not been committed in Western Australia, but some have on Australian soil. 
There is no doubt in my mind that we will only be in a position to remove this bill from the statutes of 
Western Australia, allowing the sunset clause to come into operation, by working with young people who are 
susceptible to the messages of terrorists. We have to win the war through hearts and minds. I remember the 
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debates about the Vietnam War needing to be won through the hearts and minds of the Vietnamese people. If we 
are to win this war, we need to win it through the hearts and minds of these young people. 

I think Hon Sue Ellery mentioned the work of Dr Anne Aly, and I commend that work to members. I have seen 
Dr Aly hold her cool in some horrible television debates with commentators who, although I do not know 
whether they are current members of the political party that I belong to, were certainly prominent members in the 
past. They were going for the lowest common denominator, and Dr Aly was a sound voice of reason—as was 
Hon George Cash 10 years ago in the debate on the Terrorism (Extraordinary Powers) Bill 2005. If we seek to 
blame every Muslim in this country and seek to vilify young Muslim people, we will be assisting the terrorists. 
I must give credit to the new Prime Minister, who has brought us to a position in which we are once again able to 
take a bipartisan approach on these matters, and seek to confront the issues we face. If ever there was an area that 
needed a bipartisan approach, this is it. We must work with those young people, and not vilify them or give them 
cause to be angry with our society and to feel that we do not respect them. 

Many generations of migrants to Australia have arrived bringing different cultures and religions, and that has 
been questioned by elements of our community. That is why I am very sad to have seen the events we saw on the 
weekend around Australia. Although I do not for a moment suspect that many of those people who were 
protesting were not well-meaning in their intent, the end result is that they were probably doing more damage 
and making it harder for us to achieve the goal of eventually removing this legislation from the statute book. 

I have spent a bit of time talking about the key fundamental aspects of this bill but I now turn to a number of 
other parts, which seek to do a number of things. I have talked at length about the expiry date being extended to 
19 December 2025. As well as extending the legislation, this bill includes a number of other amendments to the 
legislation. One of these amendments seeks to clarify the issue about “reasonable grounds to believe” versus 
“reasonable grounds to suspect”. It is interesting to note that when the principal legislation was originally 
debated by this house, the current Leader of the House, Hon Peter Collier, read out in full one of the clauses. 
According to Hansard of 9 November, 2005, he said — 

I am satisfied that the appropriate safeguards are in place to protect against arbitrary abuse of power by 
police in this regard. 

He then used the example of clause 7(2) of the Terrorism (Extraordinary Powers) Amendment Bill 2005, which 
states — 

The Commissioner must not issue such a warrant unless he or she is satisfied that there are reasonable 
grounds to believe — 

I will not go through all the other parts of clause 7(2) that he read out. The interesting thing is that with this 
Terrorism (Extraordinary Powers) Amendment Bill 2015, we are seeking to make a further amendment to 
change the word “believe” to “suspect”. Obviously, the explanatory memorandum and the second reading speech 
provide a bit more detail about why the government believes that is necessary. In an ever-so-small way it 
broadens the circumstances in which this legislation can be used. It is worth noting that even though members 
were concerned about that at the time, the bill we are now seeking to pass will go that little bit further. I am 
assuming that, as a member of cabinet, the Attorney General continues to believe that that will provide 
reasonable protection. 

The bill seeks also to broaden a number of areas by extending its provisions to cover computers or “any device 
or equipment that holds, records or processes data”. That is an example of the way in which technology in our 
modern community is expanding. I am trying to remember back to 2005. We certainly did not have smart 
phones. We might have had mobile phones, but the ability to carry around a computer in our pocket, and now 
a computer in our watch, clearly did not exist. I accept that that capacity is simply an extension of maintaining 
pace with where we are. 

This bill seeks to make some changes to the application of the legislation to enable vehicles to be searched under 
a covert warrant. It will broaden the power to seize items and to search a target vehicle. As the Attorney General 
said in his second reading speech, this is about, as the government calls it, an anomaly. He states — 

… anomaly is addressed by the introduction of a “target vehicle” definition with respect to covert 
search warrants. Currently, although vehicles can be searched under a commissioner’s warrant, there is 
no provision for vehicles to be searched under a covert search warrant. 

The definition of “vehicle” in the substantive act is very broad. This introduction of a “target vehicle” literally 
broadens where this legislation can be used. I think it is worth noting that as we go through. The definition of 
“vehicle” in section 3 of the Terrorism (Extraordinary Powers) Act 2005 states — 
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“vehicle” means any thing capable of transporting people or things by air, road, rail or water, and it 
does not matter how the thing is moved or propelled. 

I will defer to the greater legal mind of the Attorney General on this matter, but that raised for me the question of 
drones. In fact, one was flying at the front of Parliament House this afternoon during the protest. I do not know who 
was in charge of it. I am assuming that it would be covered under the definition of “thing”. I suspect that later in the 
week we will have a far broader debate about “things”, not wanting to pre-empt debate on a future bill. But there is 
the question of whether a drone is a thing. I guess if it is carrying a bomb, it probably is covered, but if it is just 
a drone, it is clearly not transporting a person. I want clarification from the Attorney General about whether we are 
comfortable that that definition of “vehicle” is sufficient to capture a drone. 

Hon Michael Mischin: It seems pretty broad. It covers “any thing capable of carrying people or things by air”, 
so if it is able to carry some item — 

Hon KEN TRAVERS: My point is, if it is just a drone on its own that has nothing on it—it is literally a flying 
object—what is the thing that it is carrying? 

Hon Michael Mischin: It just has to be capable of transporting something. An aircraft that is not laden with 
passengers or goods is a vehicle within the meaning of the act because it is something capable of transporting 
people or things by air. Theoretically, yes, whether you need to — 

Hon KEN TRAVERS: I do not want to give people ideas. It was an interesting issue as I sat there this afternoon 
and watched a drone. I suspect it probably belonged to someone trying to take a picture of the rally, but it raises 
the interesting question about security of an item like that. The one I saw was quite small, but there are larger, 
more powerful ones. 

Hon Michael Mischin: It could carry a bomb or something, yes. 

Hon KEN TRAVERS: It could cause all sorts of chaos and mayhem. That, I think, relates to the provisions in 
the bill referring to targets. I must say that I have not had a chance to discover why it was not part of the original 
bill, but I recognise that extending the powers to a target vehicle is absolutely crucial. Given the very broad 
definition of “vehicle” and the nature of the way our society is going, it will not be long before, sadly, we see 
people using things such as drones in remote operations. They can carry cameras. I think in parts of the world 
they are now talking about delivering pizzas by drones. It is hard to believe, but using drones remotely will be 
a dangerous next step. 

Hon Michael Mischin: Isn’t civilisation a wonderful thing! 

Hon Alanna Clohesy: Not one of civilisation’s greatest achievements. 

Hon KEN TRAVERS: Yes—the delivery drone. 

The bill seeks to cover target vehicles and that is one of the areas that raises questions. The fact that the original 
2005 bill did not capture it is an interesting point. No provision was made for vehicles to be searched under 
covert search warrants. I do not think that is something we disagree with but, as I said very briefly at the 
commencement of my remarks, one of the issues raised by members in 2005 was why it took the government so 
long to bring the bill in. When I see that, I am intrigued to know when some of these amendments were first 
identified by the government and why it has taken so long to bring this bill before us with these amendments that 
we are now dealing with just before the act expires. I imagine that many of the things we are seeking to amend 
have been known for a while. 

The last general point I want to make, which I found interesting, is how this bill amends the 2005 act by allowing 
the appointment of special officers from foreign jurisdictions. I understand the bill specifically mentions 
New Zealand police officers and allows for officers from other international jurisdictions to be appointed by way 
of, I think, a sort of regulation-making power of the minister. I am intrigued about why we have specifically drawn 
New Zealand out for special mention. Why would we not just have the regulation-making power and the minister 
could stay at the forefront? It is our intention to give that power immediately to New Zealand police officers. We 
have a very close working relationship with New Zealand. It is not a huge issue, but I find it fascinating that 
Western Australia has a close working relationship with other close neighbours. New Zealand is a very special 
friend of Western Australia and Australia, but so are many other nations that are in close proximity. People today 
would consider a place like Singapore to be a close neighbour. People often travel back and forth between 
Western Australia and Singapore. Some of our good colleagues from the Liberal Party recently spent a few days in 
Indonesia. Indonesia is another good friend of Western Australia. I hope that we always have good cooperation 
between Australia and Indonesia on these matters. I am intrigued why special mention is made of New Zealand but 
not for some of the others, and why it will be left to a regulation-making power.  
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With those comments, I urge members to support the Terrorism (Extraordinary Powers) Amendment Bill 2015. 
In doing so, I also urge all members to ensure we continue to focus our minds on the issue; that is, to hopefully 
get to a point that our society no longer needs legislation of this extraordinary nature and that we are able to get 
rid of this bill because we have won the battle of people’s hearts and minds. I am sure I join with everyone in 
this chamber in committing to that. That fight is the real battle and the real war that the community has to win.  

HON SALLY TALBOT (South West) [3.01 pm]: I am glad to have the opportunity to contribute to debate on 
the Terrorism (Extraordinary Powers) Amendment Bill 2015. I was away from the house on urgent 
parliamentary business last week when this bill was received and second read in this house. I appreciate the fact 
that the debate is still on today and that I have a chance to make my contribution.  

Like Hon Ken Travers who spoke before me, I agree that some of the bill’s detail is worth at least examining and 
that will allow the government to have a chance to put its views and intentions on the record. I understand we 
will go into Committee of the Whole House so I will leave my detailed comments to that stage and perhaps make 
some more general observations for the moment. It is important that we go into committee. Anybody who is in 
doubt about that can cast their eye over page 1 of the explanatory memorandum and note the number of times 
words such as “extend” are used to explain the substance of the bill. There is no doubt that we are extending 
powers. We are enabling actions over and above the actions that were enabled in the original act passed 10 years 
ago. What we essentially debated in this Parliament 10 years ago was the major statutory response of the state of 
Western Australia to the terrorist attacks on New York on 9 September 2001.  

As other honourable members have noted, there was a sunset clause in the Terrorism (Extraordinary Powers) Act 
2005 and that is why we are here today. It is worth noting that at the outset because the thing that strikes me, 
reading the amendment bill, is how our mindset has changed over the last 10 years. I thought it was really 
interesting the way Hon Ken Travers framed a lot of his contribution around a comparison between today’s 
debate and the debate 10 years ago. Not so much a comparison but just drawing on those comments and 
observing the nature of the changes that have come about in that time. We do not have the same visceral fear 
about the infringement of human rights around the western world that many of us had when that raft of 
legislation was first introduced. At that time we feared we were giving up a lot of our freedoms—the very 
freedoms that terrorists seemed intent on eroding. Ten to 12 years ago the question was whether we were 
prepared to give up some of those freedoms in order to protect them, which became an entirely 
counterproductive measure. Things have now moved along enormously and we can find tranches of areas of 
debate; areas where we find the need to make statutory provisions and find general agreement. In noting those 
areas of general agreement, the place to start is the recruitment of people to the causes of terrorists. I will have 
quite a bit to say about this in the substance of my contribution to the second reading debate.  

Before I do that, when listening to and reading the contributions from members on my side of the house thus far 
during this debate I noticed that many people—I think probably more than Madam Acting President 
(Hon Liz Behjat) and I would have expected—were able to draw on some sort of direct experience of close 
encounters with terrorist activities, either their own narrow escapes or through the experiences of friends or, as 
Hon Ken Travers said, friends of friends. I was not going to refer to that because we are at the end of the 
parliamentary year and we have to move on with debates. However, it is worth noting, in terms of my own 
personal reflections, that I left school at the age of 16 and descended on London in 1969, which was the year the 
Irish Republican Army commenced its terrorist bombings throughout British cities. I am sure it was an enormous 
source of concern to my parents, but I found solace and reassurance at the time when I discovered that a 
colleague I was working with had some good fortune. I was playing in symphony orchestras in those days, in pits 
in theatres, which were prime targets for terrorist activity because a large crowd of people in a theatre is very 
difficult to evacuate in an emergency situation.  

The theatres that I played in for the six or seven years that I worked in London were regularly evacuated because 
of terrorist threats. I discovered very early on that one of my closest colleagues—who was a bit of a way-out, 
odd fellow—had consulted a gypsy fortune teller to find out what was going to happen to him. He was told that 
he would live a very long life. Whenever the theatres we were playing in were evacuated, I always used to keep 
very close to this guy thinking: I am sure that all that gypsy fortune-telling is complete nonsense but if ever there 
was a reason for a small degree of optimism, one keeps close to the people who have very long life forecasts! 
Who knows; maybe that was the reason I emerged from those years unscathed. It was certainly a very unsettling 
period. Most of us in the orchestra were young people; we had just left college and we were making our way in 
the world. One thing that used to worry us was we frequently used to come back into the band rooms to find that 
all our instrument cases were exactly as we left them—prime places of course for planting explosives—yet 
nobody had thought to search those areas. That is one aspect of the countermeasures we have put in place that 
have become very much more sophisticated in the last couple of decades. I am quite certain, having done the 
research to contribute to this debate, that we now have instruments and techniques at our disposal that are far 
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more sophisticated and presumably, in general, do a better job of reassuring people that we have properly 
equipped our police and emergency response services.  

In my opening remarks I referred to the fact that we now have large areas of general agreement in Australia and 
throughout the western world about the sorts of measures we ought to be taking to win what now seems to be quite 
often referred to as a war against terrorists. The most obvious one is to cut their recruiting links. I do not want 
members to regard this as a diversion, but it occurred to me when I was doing my research for this debate that there 
was a distinct parallel here between some of the things that experts in the field are talking about in terms of the 
priority of our focus on preventing young people becoming radicalised with some very interesting work that I came 
across recently about parents, particularly mothers, who resist vaccinating their children. I was asked to read an 
honours thesis by a young woman with whom I have been doing a bit of work. She wrote a very challenging and 
interesting thesis on the way to approach people who are resistant to the idea of vaccinating their children.  

The thing that particularly intrigued me in light of some of the debate about the radicalisation of young people, 
particularly young men, in Australian society was the point that she made having surveyed something like 
40 families who were classified as being vaccine-resistant. I should explain, just to make sense of this story, that 
she created a category of vaccine-resistant parents even though they had vaccinated their children and were not 
vaccine deniers. Before coming across these ideas, I had always assumed that one could divide people neatly into 
two groups, with roughly 95 per cent of people vaccinating their children and probably less than five per cent not 
vaccinating their children. But, in fact, the thesis showed that there is quite a significant body of people who 
vaccinate their children but who do so with enormous reservations because of what they perceive to be the 
dangers to their children from being vaccinated. Interestingly, when she interviewed the parents, particularly the 
mothers, she tried to get to the bottom of why they held these enormous concerns.  

Why do parents vaccinate their children if they believe that vaccines are dangerous and that they can potentially 
compromise the health of their children? She found that almost to a person they reported the power of social 
media in fuelling their concerns about vaccinations. Remember, she is talking about predominantly young 
women, mothers who have very busy lives and who, by definition, spend a lot of time on the internet—Facebook 
and other social media—because that is where they do a lot of their socialising. As we all know, social media 
targets its advertising to a demographic. We can easily identify young parents by their shopping practices, the 
kinds of websites they visit and all that sort of thing; it is easy to market to that target group. The young 
researcher found that these people had been absolutely inundated with negative messages about vaccinations on 
social media; indeed, day after day they had been told that they had made the wrong decision if they had 
vaccinated their children. Those messages were so powerful that the mothers were articulating these beliefs to 
others even though they had had their children vaccinated. I looked at some researchers’ work into anti-
radicalisation programs, or ways to help people resist the power of the message of terrorists, and I found exactly 
the same thing with exactly the same observations. I put it to honourable members who are interested in these 
things—one would assume that we are all interested, because it is pretty fundamental to the way we live our 
everyday lives—that we ought to spend a bit of time imagining what it is like to not be the people we are. I am 
sure I speak for most members of the chamber when I say that it is a bit of a luxury to sit down and log onto 
Facebook. Sometimes we do it to promote our own messages, but not many of us would spend hours online. But 
that is not the case for the majority of people.  

All the research is telling us that an increasing number of people are spending a matter of hours connected to social 
media; but not only that, they are connected over a 24-hour period, seven days a week, so social media has become 
their main input. I think that that gets to the core of our problem, and if there is an argument to be had about this, it 
is about resourcing these kinds of measures. Perhaps the Attorney General can expand on that during his second 
reading response or when we go into the committee stage of the bill. Have we really got our heads around just what 
that would be like? I do not think we need particularly vivid imaginations to take ourselves to that place to imagine 
what it must be like for a young man or a young woman who spends hours and hours literally being saturated by the 
kind of material that propagandists distribute on an hourly basis. These videos are not grainy, indecipherable bits of 
footage that people have to speak another language to understand, nor do they need particular technology to view 
them; rather, the videos have high production values. This is all very well documented in the media now and it 
appears on their screens hour after hour and it is very compelling stuff. I note that Dr Anne Aly refers to people 
being “seduced” by extremism. If people allow their minds to go into that place, remember that word—it is 
a process of seduction. We know that this process of seduction works because young people are committing 
dreadful acts. I am not for one moment suggesting that we do not have to look at matters concerning mental health, 
addiction and substance abuse, but we need to see this in the framework of a saturation-point campaign. I think that 
the word “seduction” is a very powerful one to use when we are trying to understand what sort of measures we 
might need to put in place to counter those seductive messages.  

I am somewhat distressed and unsettled, as I am sure are many others, by some of the response to events such as 
the one in Beirut, which resulted in the deaths of more than 40 people in marketplaces—ordinary civilians who 
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were doing their shopping; to the bringing down of the plane that was carrying largely Russian tourists who were 
returning from holiday and resulted in 224 deaths; and to the number of dead and injured in the Paris bombings. 
What do we have to do, first, to keep ourselves safe and, second, to respond as a society to make some kind of 
gesture that shows who we are and who we remain after terrible atrocities have taken place?  

I have been particularly struck—I am sure that I am not the only one who has found this over the past 10 days or 
so—that this is the topic of conversation at every dinner party, whenever we catch up with friends for a drink or 
when we are talking to people at a community meeting that is being held about a completely different subject. 
People need to talk about this stuff and they want to hear other people’s views, particularly the views of people 
like us who are sitting here considering a statutory response to these kinds of events. What I have been hearing 
more and more is the kind of response that was captured by a French woman, Rose Leroux, who is 
a Jewish person. I mention that she is Jewish only because in my experience people who have lived through or 
had some direct experience of the Holocaust have a particularly measured view about these kinds of issues. She 
is an academic and was quoted in an article in The Daily Beast on 18 November by journalist Dana Kennedy. 
Rose Leroux refers to “Fiche S” and I should explain what it is. The French security forces have a category of 
people—it is a little foreign to us in our jurisdictions; I am sure we have these lists but we tend not to talk about 
them—and take a particular approach to these matters that they have honed over many years going back to the 
Algerian Civil War and the Second World War. This category of people cannot be charged with criminal 
offences, yet are on a watchlist, and it is called “Fiche S”. The “S” stands for a state of emergency. It is a list of 
people on whom there is a special eye but who have not actually committed an offence. This is what 
Rose Leroux says — 

“The Fiche S isn’t stopping these ultra-religious punks from getting their hands on guns, renting 
hideouts and using the Internet … Are they waiting for more attacks to take them seriously? We’re 
going to have to show them strength, the only thing they understand. These radicalized little bullies, 
ingrates, must have their communications cut off, their Internet privileges cut off. No cellphone, no 
Facebook, no Twitter, no Snapchat. Just cut them off and force them into secular re-education, 
Clockwork Orange style.” 

That is a very, very radical view. It is not a view with which I agree but it is a view that I as a parliamentarian 
think that we have to address. We have to have a response to people who are coming to the end of their tether 
and who are saying that we cannot allow people who have any kind of engagement with radical thinkers, radical 
groups and any kind of extremist activity to maintain the connections that we know are enabling terrorist 
activities. I think it is very chilling to read such a bald statement, such a bald proposition, and I find myself 
struggling to make a response such as, “No, no, no, we don’t need to do that; we’re not at that stage yet.” Think 
about that. What are we saying? What are we predicting for ourselves, even if we say that we are not at that stage 
yet? Might we come to that stage, and if we do come to that stage how will we handle it? These are very, very 
difficult conversations to have. They are difficult issues to address, yet if we fail to address them and if we leave 
people who are being driven towards those conclusions without a response, I believe we are failing in a very 
serious way. We are doing more than not helping; we are actually failing in the sense that Edmund Burke talked 
about when he said—or Plato or Tolstoy; there is debate about who said it—that bad things happen when good 
people do nothing. We are failing in that very important sense if we stand back and fail to engage in those 
conversations.  
As Hon Ken Travers said, we have to put on the record the fact that we as a nation have been helped enormously 
in finding a vocabulary, a language, in which to have those conversations by the change of tenor, the change of 
tone, that has been set by our new Prime Minister. I have noted, even in those casual, informal conversations 
with family, friends and constituents who want to talk about these things, that the tone of the conversation has 
changed absolutely dramatically in the past four weeks. We saw that in the Australian response to Beirut; the 
Australian response to Paris; and the Australian responses over the past 10 days to international talk about how 
the West was going to respond, and that has been a very helpful thing. I believe that there is an obligation on all 
of us as parliamentarians to make the most of that opportunity that has been given to us by that change of tenor, 
that change of tone, and to be courageous enough to have these conversations about what we need to do; about 
what actions we might take in 2015 to bring about that circumstance that Hon Ken Travers foreshadowed when 
this bill is included in an omnibus bill such as the one that has been introduced in the other place to get rid of 
obsolete legislation. 
Hon Ken Travers: Obviously, if we get to 2025 and it is no longer needed, it will just lapse. 
Hon SALLY TALBOT: As Hon Ken Travers said, this bill will either lapse or, as I have suggested, find its way 
into that omnibus of obsolete legislation. I will ask my question once more and then I will move on: is there 
anything else we can do now in 2015 to bring that outcome, which is the outcome we all want, to make it more 
likely to happen? 
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In the time that remains to me, I want to make a couple of observations. There are a couple of other questions 
that we need to ask ourselves. I must say in this regard that I share the view of most people on my side of politics 
that the media in Australia in general is very unhelpful to the left of politics. The natural voice of the media in 
Australia seems to be a pretty right-wing view. But I have to say—I would not often do this—that the coverage 
in The Australian Financial Review, particularly of the serious national issues that we have to face as a country 
and as a nation, has been absolutely exemplary in the past couple of weeks. I will therefore draw on a couple of 
things and quote from a variety of journalists, not one particular journalist, in The Australian Financial Review, 
who seem to have an ability that is almost unique in Australia at the moment of being able to bring together 
expert comment and present it in a way that I think makes sense. I do not believe they would see themselves as a 
bastion of the left, but they have certainly become a bastion of intelligent comment. I want to draw on a couple 
of things that have been raised in the media that lead us perhaps to a consideration of some of the concrete 
matters that we ought to be looking at in the spirit that I have just flagged.  
One of the questions is that I am not sure that we are actually clear about who the targets might be of the acts 
that we are trying to prevent. I think that there is a danger in not being clear, or at least a danger in not having an 
informed conversation about who the targets are. In one sense, people might say that is a ridiculous thing to 
raise, because clearly the targets are the people who were killed. There is no doubt that the people who rushed 
into the Bataclan concert hall were trying to kill the people in the audience. But in that regard we would want to 
say perhaps more generally—not to take away from anyone’s personal grief and tragedy—that the targets in the 
case of the Paris bombings, in the case of the Russian plane that was brought down and in the case of the 
shoppers at the market in Beirut, were clearly innocent people. They were not soldiers. They were not military 
establishments. They were not even opponents. We find ourselves in the dreadful position now of having two 
major terrorist organisations trying to outdo each other. We had the Charlie Hebdo murders that were carried out 
by al-Qaeda; then we had the murders in Paris that were carried out by ISIL or ISIS—whatever we want to call 
it. The social media analysis shows that there are terrorist groups that follow these massacres by tweeting each 
other and stating, “This is the way you do it”; drawing out the substantive differences between the two. In the 
case of Charlie Hebdo they drew out that the targets were people who were propagating material that was found 
to be offensive; whereas in the case of Paris they were innocent people.  

Then of course that was followed up only a matter of days ago by the hostage-takings and the murders in Mali. 
Again they were carried out by al-Qaeda as a way of saying, “This is how you do it.” We have all read that the 
hostages were asked whether anybody could recite a verse of the Koran, and anybody who could do so was 
allowed to walk out and the people who could not were killed. Then the twittersphere went crazy with comments 
such as, “This is the way you do it because you don’t kill Muslims.” What a shocking thing. In the middle of all 
that horror, I am trying to pull out the fact that whoever is killed, it is the death of innocents and innocence. It is 
often young people who are killed and almost always people who do not deal in death, so it is not military people 
or people working in defence establishments. 

What do we have here? What drives our response to this issue? Surely it is that outrage we feel when we have to 
say to ourselves, “We thought we were safe and now we know that we’re not.” It occurred to me that one of the 
ways of teasing out that reaction is to look at some events that we have experienced recently. For instance, I look at 
the four deaths in Esperance last week, which was a truly shocking thing. I was sitting in a committee when the 
news rolled in about the number of deaths that had occurred. I saw the shock on the faces of my colleagues; people 
who represent that area were clearly very upset by what was happening in Esperance. The fire in Esperance was 
a shocking thing. Somehow we do not put Esperance in the same horrible bucket as Paris, Beirut and the bombing 
of the plane. Why do we not do it? If our child were going to Esperance, we would say, “I think you’re going to be 
safe. Have a great time. Let me know how you go.” If our child were going to Paris, we would probably feel a little 
frisson of concern. We would probably say, “Register with the Department of Foreign Affairs and Trade. Make 
sure people know where you are. Check the DFAT website regularly for alert levels. Don’t go to political protests.” 
We know the sensible way to be safe. We would say to our son or daughter, “Send me a text every couple of days 
to let me know you’re okay.” My husband went to Kurdistan a couple of months ago to do some work there. He 
went into areas that were highly dangerous. People said to me, “Aren’t you worried about him?” Of course I was 
worried about him but I worry about him when he gets on the bus to go to East Perth because I always want him to 
be safe. I knew that going into an area such as Kurdistan, he would be surrounded by security. He was briefed to his 
eyeballs about what to do to be safe. He was briefed about who to talk to, who to travel with and what to say to 
people. He put in place every conceivable mechanism about how to be safe, and of course so did the company 
because it did not want to start losing employees. 

To come back to that proposition I was putting about what has happened because of the events that have 
occurred, as Hon Ken Travers said, regularly over the last 14 years, we now know that where we thought we 
were safe, we are not safe anymore. That is the foundation of our response. What do we do about that? I am 
suggesting that we need to be very clear-sighted about who the targets are. In that regard, I want to refer to an 
article that appeared in The Australian Financial Review last week. If we put the work of people such as Dr Aly 
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and other terrorism experts in this country and the rest of the world together, it looks like the real targets of these 
terrorism incidents are not the kids who were at the Bataclan concert or the tourists on the jet flying back to 
St Petersburg; it is these people living in what we are now learning to call the Islamic grey zone. These are 
Muslim people who are perceived by the extremists to have integrated into a non-Islamic society. In other words, 
the real targets are the neighbours—the people who are living with us right here in Perth. If we are clearer about 
that, it will help us guide our responses both as neighbours but also, importantly, in the context of this debate as 
legislators, as parliamentarians. I thought it was worth sharing with honourable members a short section of this 
article that appeared on page 39 of The Australian Financial Review on 16 November by Tobias Feakin, the 
director of national security for the Australian Strategic Policy Institute. It stated — 

Our strongest weapon in pre-empting any potential terrorist attack is through robust intelligence 
information. The struggle for any agency is being able to sift through the sheer volume of information 
flows between fighters in Syria and Iraq and sympathisers and potential terrorists abroad. Deciphering 
what constitutes actionable intelligence and what is just background noise is extremely difficult and is 
presenting problems for intelligence agencies. In combating this threat, international intelligence 
coordination is going to be vital, and domestically creating granulated intelligence pictures even more so. 

Over the coming days and weeks, governments—especially the French—will face acute pressure to 
respond robustly to the attacks. It is hard to envisage that governments won’t step up the ferocity of 
their air strikes on IS in Syria and Iraq. Yet domestically it’s important they don’t play into the hands of 
IS, whose aim, stated through its own publication Daqib, is to “bring division to the world and destroy 
the grey zone everywhere”. The grey zone being IS’s description of Muslims it perceives to have settled 
and adopted Western patterns of life. As they have done in Iraq and Syria in expanding sectarian 
divisions, IS is looking to create large divisions within our own societies, so it’s vital that decisions 
taken to respond do not play to this aim. 

A couple of days after I read that article in The Australian Financial Review, I listened to Hon Sue Ellery’s 
contribution to this debate. In her capacity as shadow Minister for Education, she talked about her visits to the 
three Islamic schools in Perth. A lot of people’s experiences with the after-effects of these kinds of events are 
well documented. Dr Aly herself says in one of the articles about her that I read recently that the very first time 
she wrote a letter to a newspaper, which she says was the beginning of her activism, was after she was walking 
down a suburban street in Perth and she saw a mother and daughter making derisive remarks, pulling faces and 
generally making fun of a woman in a hijab. She saw the effect it had and she wrote to a newspaper pointing out 
how unacceptable that was and how offensive and dangerous it was to allow a community response like that. 
Anne Aly herself points out that we seem to be reluctant to take action against people who make open threats to 
the Muslim community, either by attending rallies such as the ones we saw at the weekend and wearing T-shirts 
with, frankly, racist slogans on them or by making extreme threats publicly over the internet. She points out that 
if Muslim people were engaging in the same kind of behaviour, they would certainly be placed on a list like the 
Fiche S that I referred to earlier but one could assume that they would be the subject of much more direct police 
and security force scrutiny as well.  

I was struck by the fact that Hon Sue Ellery referred to those three Islamic school campuses and the fact that 
teachers and students of those schools have already experienced that kind of harassment on the streets. What are 
we talking about here? We are talking about cars slowing down as they pass, windows being wound down and 
abuse being shouted at kids and teachers by people in those cars. We are talking about mosques being defaced. 
We are talking about awful things that basically do not just upset people; they affect their fundamental sense of 
who they are, where they are and the place they live in. It affects their basic sense of security and their own place 
of living. I ask members to hold the thought of what Hon Sue Ellery has described about the kind of behaviour 
that those children who attend these schools are experiencing—the kind of abuse they are copping—and then 
listen to the opening comments of an article by Dr Aly in The West Australian on 21 April. The article states — 

In an unassuming house in the suburbs, a teenager sits alone in a dark room, his face lit only by his 
computer screen. As he watches, the barrage of images tugs at his emotions: dead Syrian infants with 
ashen faces; orphans left to perish in the bitter cold of the Syrian winter; grown men with hooded faces, 
forced to take part in humiliating acts as American soldiers pose smiling. 

His search for answers takes him to videos produced by Al Hayat, the media arm of the so-called 
Islamic State. The slick production accompanied by emotive music immediately grabs his attention. He 
watches intently as the video describes those who are fighting as true believers, dutifully opposing 
oppression and injustice for the establishment of a pure Islamic state. 
He watches video after video, conveniently dismissing those that aim to present a different argument. 
Some are in Arabic, some have subtitles, many are in English. But the images speak for themselves: 
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brave soldiers, some not much older than he is, prepared to die for their freedom, feeding the poor, 
helping the weak and feeble and standing up for the rights of Muslims, just like him, everywhere. 
In the teenager’s mind, their violence is no less brutal than the atrocities he believes are carried out 
against Muslims. In his mind, there are no innocent victims.  

This is Islamic State on the internet.  

Members can put that together with the images that Hon Sue Ellery mentioned. What if that young man is 
listening to his sister and his mother in the next room who have just had abuse hurled at them by some yob going 
down the street? I come back to the words of Rose Leroux that I shared with members earlier. To my mind, it is 
those people who are behaving like ultra-religious punks—as much as the terrorists who are actually engaging in 
the atrocities—who should be categorised just as much as radicalised little bullies and ingrates. It is those people 
whom we need to talk about if we are to address these very real threats and miseries that are being inflicted on 
our neighbours, people who are living in an “Islamic grey zone”—a term I do not like to use—because it is 
clearly a phrase that is contrived and people are trying to eliminate it; they are trying to suggest it is not a good 
place to live. We need to re-imagine who those people are, because many of them are our friends, our 
constituents and our neighbours here in Western Australia.  

By way of closing—I recognise that we are going into committee, when we can explore a couple more of these 
issues—we need to be clear-sighted about the sorts of things we think about now in order to prevent things 
getting worse and, hopefully, to bring us to a stage at which this legislation will lapse. We need to learn from 
history. We have in this country a lived history of internment, for example, in the Second World War. I wonder 
how many people realised the other day, when France extended its state of emergency to a period of 
three months, that most of the people who are on the Fiche S list are now subject to home detention for that 
three-month period. Are we going to get to that stage in Australia? Clearly, all members in this place hope that 
will never, ever happen, but it is happening right now in a country that is one of our closest western allies. We 
need to ask ourselves when we consider the measures in this bill, particularly as they relate to the detention of 
people, whether we could ever, ever justifiably apply the precautionary principle to terrorism and whether we 
could ever get to the stage where we say that no-one has the benefit of the doubt and that if I hear my neighbours 
do certain things or they look a certain way, then it is right to target them for these kinds of measures. Again 
I want to say, on behalf of all members here, that we never want that to happen. Yet, we are seeing all our 
western allies gradually moving to a stage where those principles are being embraced. The sooner we start 
talking about these things the better.  

I know that Hon Sue Ellery referred honourable members to the video clip on La Petit Journal, which I thought 
was an extraordinary piece. That should be mandatory viewing for anybody who wants to see the innocence that 
can still be informed by such a terrible thing. I found that a really extraordinary piece of footage.  

I also want to extend my condolences to all my friends and teachers at Alliance Française, particularly 
Yann Le Flour, as I know that many of them had friends and family in Paris on that night and it has been 
a terrible week for them. In the same spirit that Hon Sue Ellery referred us to that video on La Petit Journal 
I want to share a short verse by Warsun Shire, a Somali poet, who sums up the extent to which we are all 
involved in what is happening on a global basis. It reads — 

later that night  
i held an atlas in my lap 
ran my fingers across the whole world 
and whispered 
where does it hurt? 
it answered 
everywhere  
everywhere  
everywhere  

HON ADELE FARINA (South West) [3.46 pm]: I also rise to speak on the Terrorism (Extraordinary Powers) 
Amendment Bill 2015. As previous speakers have noted before me, the bill is not introduced in response to the 
recent terrorism acts that we all witnessed in Paris, but because of a 10-year sunset clause to the 
Terrorism (Extraordinary Powers) Act 2005. As 10 years have lapsed, we need to make a decision about 
extending these powers. The bill before us seeks to extend that sunset clause for another 10 years and to have 
regular three-yearly reviews of the legislation, as has been the case over the past 10 years. It is impossible, 
however, to talk about this bill without talking about recent terrorism acts. Hon Ken Travers talked about 
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the September 11 terrorist attack against the World Trade Center, remembering where he was on that night. 
I certainly remember where I was. I was a reasonably new elected member of Parliament. I still did not have an 
office in my electorate and I had been given temporary housing in Dumas House by the Department of the 
Premier and Cabinet. I was in my office in Dumas House—probably the only person there at that late hour doing 
some work—when I got a phone call from my sister, who asked me where I was. I explained where I was and 
she told me to turn on the TV. I said that it was a bit difficult as I did not have a TV where I was. She said that 
I had to get home as I had to see what was happening. The way that she spoke to me was as though what was 
happening was the end of the world. I was in this office, isolated, with no idea of what was happening. I got in 
the car and went home and I spent the rest of that night glued to the TV, as I am sure many other people were, 
watching this horror unfold, and finding it all very surreal and struggling to take in what was happening.  
On the morning of Saturday, 14 November this year, I, like millions of others, awoke to the news of the terrorist 
attacks in Paris, which were occurring on the evening of 13 November in Paris, being seven hours behind 
Western Australia. Millions of people across the world were experiencing what has now become an accepted 
occurrence: we can see events happening in live time.  

It is a surreal experience when we watch the television as the events unfold. It is very hard to take it in. Since 
that night, we have heard a lot of interviews with people who were captured in the events saying how surreal it 
was. It was equally surreal for those of us who watched it on TV. 

The sheer scale and the coordinated effort of the attacks took many people by surprise. It consisted of mass 
shootings, suicide bombings, hostage taking and indiscriminate killing on a large scale. More than 130 people 
were killed, including 89 at the Bataclan concert hall, and 368 were injured. While I was watching my TV in 
shock and horror at the events taking place, I came to the realisation that my cousin David lives in Paris with his 
two teenage sons and they are regular concertgoers. It occurred to me while I was watching this play out that he 
could be involved in what was occurring on the other side of the world. So I immediately sent him a text to 
check that he was okay. Fortunately, he and his sons were safely at home that night, although in his text message 
he said that they were at home, watching it all unfold on TV and they were in shock because they are frequent 
attenders at the Bataclan concert hall and they could quite easily have been there on the night and been involved 
in the killings. It was a very surreal time for all of us. I think being able to watch it as it unfolded brought home 
to everyone the gravity of the situation. 

As I have said, the sheer size and coordination of the terrorist attacks was extremely shocking and gives us all 
cause for concern. The attacks came too closely after the Charlie Hebdo attack and a series of related attacks in 
Paris in January 2015 that saw 17 people killed. ISIS was quick to claim responsibility for these attacks and 
a number of other terrorist attacks around the world over the past year. These attacks left not only the French 
shaken; I think all of us right across the world have been shaken by these events. Since the terrorist attacks in 
Paris on the evening of 13 November, we have seen an impressive effort across France, Belgium and Turkey to 
track down those involved in planning and organising these terrorist attacks. A week after the Paris attacks, in 
response to similar Paris-style threats, Brussels was put on lockdown, with heavily armed police and soldiers 
patrolling intersections and public places. Sporting events and concerts in not only Paris, but also Brussels were 
cancelled. These are scenes that most of us would not have expected to see in our lifetime. 

Among the many questions being asked about how and why the Paris attacks occurred and managed to go 
undetected, despite France being on high alert for terrorism since January 2015, came the news that intelligence 
agencies in Turkey, Iraq and Israel had warned of an imminent attack on French soil months before, and even the 
day before, the attacks but got no response from French authorities. This is very concerning. We also learnt that 
a number of the perpetrators were known to intelligence authorities. We get from that an understanding that the 
intelligence is pretty good, but the problem is what is being done with that intelligence. In January, Turkish 
authorities detained one of the perpetrators, Brahim, at their border and deported him to Belgium. They told the 
Belgian police at the time that Brahim had been radicalised. When he was questioned in Belgium, Brahim denied 
any involvement with ISIS and was released. He was one of the perpetrators of the Paris terrorist attacks and 
ended up blowing himself up and killing himself and injuring another. Similar stories are repeated about 
a number of the other perpetrators of the Paris terrorist attacks. The intelligence agencies were not able to keep 
up with ongoing surveillance of the individuals, losing them at various times as they left and entered the country 
and surrounding countries, and a lot of warnings were ignored or not taken seriously enough. 

Against this backdrop, it is easy to argue that we need to increase the powers of our police and intelligence 
agencies in order that they can protect us from the terrorist threat. Following the Charlie Hebdo attack, there was 
a large boost in funding to the French intelligence agency and new powers were given to the agency, giving it 
more power to eavesdrop than ever before. In fact, some journalists have described the powers that are available 
to intelligence authorities in France as powers that would be considered unconstitutional in many other 
democratic countries because they are so extreme. Despite all of this, the Paris 13 November terrorists were able 
to plan a very elaborate attack, pull together people from different countries and significant fire power, and 
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conduct extensive targeted surveillance of the sites in question without being noticed by the intelligence 
agencies. That is something we need to pause and think about. 

The French are not alone in their intelligence failure. Despite the United States spending billions on intelligence 
and security agencies—it has a number of them—it missed the World Trade Center attack, the East African 
embassy bombing and the Boston Marathon bombing, to name a few. Similarly, the British security agency 
missed the London bombings in 2005 that killed 52 people. Those with greater knowledge and expertise in this 
area than I have say that the problem is that there is too much data from too many sources and it is flowing way 
too fast so that these intelligence agencies simply cannot process the data to use it. This is a worry because a lot 
of governments have responded to these attacks by increasing the power of police and intelligence agencies to 
obtain data. However, we have now got to a point at which they simply are collecting too much data and are 
unable to process it. We simply do not have the resources to track it all. I am not suggesting that that means we 
need to throw more money at it, but it suggests that simply focusing on this method to combat terrorist attacks in 
the future is not the answer. 

We heard in the reports after the Paris attacks that terrorists are using technology to outsmart the techno spies in 
our spy agencies, including end-to-end encryption and home video game consoles such as PlayStation 4 and 
Xbox, and terrorists are able to communicate over voice and data link with little fear of detection. That is the 
case, and it is quite horrifying to think that that is what is happening. Subsequent to those initial reports, further 
reports indicated that there was no evidence that that took place with the Paris attacks, but we can understand 
that people are putting that information out there in the hope of increasing the powers to the intelligence agencies 
for greater surveillance. The question we have to continue to ask ourselves is: does that deliver an end result and 
is that the answer to stopping terrorist attacks in the future? I think the answer to that is no. It may assist in 
stopping some attacks, but it will not stop all attacks, because the amount of data and the amount of activity that 
is happening is simply too great for any agencies. Even with a lot of collaboration across agencies and across 
countries, the amount of data that is being collected is simply too great to process. 

Some of the experts say that the only way to prevent continued terrorist attacks is for countries to re-evaluate 
their foreign policies and the laws impacting on Muslims living on their soil. That is something we need to take 
into consideration in this debate, because it is clear that simply continuing to increase the powers of police and 
intelligence agencies and their capacity to access data is not the solution to the problem. It is an aid, but it is not 
the solution. The same experts say that governments continue to increase funding for intelligence agencies and 
strengthen the powers of police and intelligence agencies despite this problem being largely illusory. We know 
that Britain intends to double its expenditure on aviation security, despite already spending £9 million annually 
on aviation security, and is recruiting some 1 900 security and intelligence agents as part of its response to the 
terrorist attacks in Paris. Britain already employs 12 700 staff in its intelligence agencies. We need to ask 
whether those resources are actually delivering the results that are needed, and how much more we need to spend 
to deliver results, when the experts are telling us that all of that is really quite illusory; we are not going to 
protect ourselves from terrorist attacks by spending in these areas. 

The bill before the house seeks to do just that; that is, to provide police with additional exceptional powers so 
that they can protect us and prevent terrorist attacks in the future, even though all the experts say that this is 
illusory. The bill provides for the extension of the essential police powers required to protect the community in 
the event of a terrorist attack, as we were told in the second reading speech. The bill provides a number of 
amendments that will rectify issues raised during statutory reviews of the Terrorism (Extraordinary Powers) 
Act 2005. It extends the expiry date of that legislation for a further 10 years, with reviews every three years. It 
incorporates the offences of advocating terrorism and membership of a terrorist organisation as two new grounds 
for authorising an application for a covert search warrant, which, in turn, will assist the police in gaining access 
to premises, which may lead to early apprehension of offenders planning a terrorist attack. The bill also 
addresses inconsistencies between the commissioner’s level of suspicion or belief and that of the issuing judge, 
making it clear exactly what each party must suspect or believe when applying for or issuing a commissioner’s 
warrant or a covert search warrant. 
The bill also addresses anomalies with the introduction of the definition of “target vehicle”, enabling vehicles to 
be searched under a covert search warrant, which currently is not the case. It also expands powers of search for 
and access to computer equipment, devices and data in a target vehicle, which currently is not the case; under the 
act as it currently stands, those can be accessed only at a targeted place. The bill makes provision for an officer 
other than the authorised applicant to report back to the judge about the execution of a covert search warrant, in 
the event that the applicant may have died or be otherwise unavailable. Allowance is also being made for an 
application for an extension of time to report. That is a very sensible amendment to the act. The bill provides for 
the Commissioner of Police to appoint special officers, sworn employees of the New South Wales Police Force 
or law enforcement officers from other foreign jurisdictions, as prescribed in the regulations. When dealing with 
terrorist attacks, we need people with specialised knowledge and expertise, so I think that is a very sensible 
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provision to include in the act. The bill also clarifies some ambiguity about section 20 that has already been 
subject to litigation. It amends the section to accord with the 2010 High Court decision on Kirk v Industrial 
Relations Commission of New South Wales. 
In the large scale, these are sensible amendments to the legislation that seek to clarify a number of issues of 
concern. The extension of search powers to cover a targeted vehicle is also a reasonable amendment. However, 
we need to be very careful that we do not give the impression to people that this legislation will result in them 
being safe in the future. No such guarantees are provided in the legislation, nor could they be. We also need to 
understand that we are strengthening these police powers even though the existing police powers under the act 
have not yet been used in Western Australia. We were told in the second reading speech that, although it is true 
that we have not yet had to use these powers in Western Australia, we cannot afford to be complacent. The bill is 
about enabling our police to adequately respond to and prevent and investigate terrorist acts that may pose 
a threat to the people of Western Australia. However, history shows us that, to date, intelligence of imminent 
threats has gone undetected or has been ignored. In such a situation, these additional extraordinary powers are 
unlikely to deliver a different result. If what the experts are saying is correct, we need to understand that these 
additional powers are in many cases unlikely to deliver any different results. As the experts keep telling us, the 
problem is that there is simply too much activity and too much data, which is coming from too many sources and 
is flowing way too fast, so that no matter how many resources we throw at the problem, we will never be able to 
keep track of it all. 
We need to remember that the additional extraordinary powers provided to the police by this bill, read together 
with existing legislation, such as the Terrorism (Preventative Detention) Act 2006, provide the police with 
significant powers. With these extraordinary powers comes an extraordinary responsibility on the part of the 
police to exercise them reasonably and with just cause. Reading the report of the Corruption and 
Crime Commission on the Warneke matter gives cause for concern. However, looking at that in light of the fact 
that the powers have not yet been used in Western Australia shows that it is a bit of a balancing act. It is really 
important that police and other agencies in Australia understand that these powers are there for extraordinary 
circumstances and should be used only in those cases. It concerns me that if these powers are applied incorrectly 
against people who are not involved in terrorist activities, even if it is argued that there is a reasonable suspicion 
and therefore grounds to obtain warrants, the impact on the lives of those involved would be quite dramatic, and 
could actually result in increasing the isolation and victimisation they are feeling. This could do more to lead to 
radicalisation of young Muslims than to counter the terrorism threat we feel. These powers always need to be 
exercised with extreme caution and balance. 
Hon Sue Ellery talked about the need to do more to address the radicalisation of young Muslims, and I agree 
with her. The experts in this field tell us that isolation and exclusion are motivations for the kind of radicalisation 
motivating young people to join the Islamic State of Iraq and Syria and engage in terrorist attacks. That is what 
all the experts are telling us, and I think it is true to a large extent. I feel that there must be something more that 
causes someone to take that step towards being radicalised. If we accept that this is the case, we need to do more 
to address this and to ensure that these very extraordinary powers do not fuel these issues of isolation and 
exclusion. We must carefully consider the advice of experts in this field and that spending billions of dollars on 
intelligence gathering and strengthening extraordinary powers in this area may assist to head off some terrorist 
attacks but cannot provide protection against all terrorist attacks. We need to review foreign policies and ensure 
that domestic laws provide for inclusion and not exclusion of all faiths in our community. 

I was in France late July, early August this year visiting my cousins, the bulk of whom live in Lyon. They told 
me about some of the changes to laws under the current French government whereby Muslim women are 
prevented from wearing any headgear to schools or in public places. There was quite a mixed reaction in the 
community to these new laws. I think that is an example of laws that actually create greater isolation and 
exclusion. As lawmakers, we need to think very, very carefully when we make laws and try to guard against that 
given the serious consequences we are seeing right across the world. 

I would like to read in a couple of articles to Hansard because they raise some interesting issues that, as 
lawmakers, I think we need to consider. One is an article by Joshua Kopstein, and the source is Al Jazeera 
America, which states — 

The events following the ghastly terror attacks in Paris and Beirut last week have followed a tragically 
predictable formula. Once again, acts of senseless violence have left scores of innocents dead and 
millions around the world in mourning. Once again, we have watched these horrors unfold in real time 
on TV and social media, zigzagging through the maze of misinformation, anxiety and anger. 

And once again, Western government officials are shamelessly exploiting tragedy to justify more 
surveillance, more reactionary military interventions and more draconian security policies at home. 
Their pitch is the same as it was after the last major attack … and the one before that … and as far back 
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as anyone can remember: Give us just a little more power—surrender a few more civil liberties and 
a bit more privacy—and next time we will truly keep you safe. 

Authorities wasted no time, blaming the attacks on the rise of sophisticated encryption even while 
admitting they have no evidence that encryption was actually used. On Monday morning, CIA director 
John Brennan … told reporters that the Paris attacks should serve as a “wake-up call” about the need to 
give the government access to encrypted communications, even though he admitted there was no 
evidence that encryption prevented authorities from detecting the plot. The New York Times published, 
and later removed from their website … an article citing unnamed European officials similarly stating 
that those responsible for the Paris attacks “are believed to have communicated using encryption 
technology,” but that it is still “not clear whether the encryption was part of widely used 
communications tools, like WhatsApp … or something more elaborate.” On Tuesday, a Times headline 
declared “Encrypted Messaging Apps Face New Scrutiny Over Possible Role in Paris Attacks,” despite 
the article’s very first sentence stating: “American and French officials say there is still no definitive 
evidence to back up their presumption that the terrorists … used new, difficult-to-crack encryption 
technologies to organize the plot.” 

Of course, the point of all this speculation isn’t to determine how the terrorists actually planned the 
highly coordinated attacks, but rather to drum up fear by demonizing the widespread use of strong 
encryption, which has grown in popularity since National Security Agency whistleblower 
Edward Snowden’s surveillance revelations. 

Until recently, the Federal Bureau of Investigation and other U.S. agencies were on the offensive, 
demanding backdoors into end-to-end encrypted messaging apps such as Signal and WhatsApp, which 
by design send private messages that even the companies themselves can’t read—and thus can’t 
surrender to law enforcement. Security experts and Silicon Valley pushed back, noting that creating 
backdoors would open vulnerabilities that any well-resourced adversary—be they Russian 
cybercriminals or Chinese government hackers—could find and exploit, making everyday Internet 
usage much more dangerous as a result. The consensus was so overwhelming that even 
President Barack Obama backed down, conceding that his administration wouldn’t be seeking 
encryption backdoors. 

The attacks in Paris have now reinvigorated these demands. But what few details we know about the 
attacks shed doubt on how useful backdoors would have been. 

A report from Le Monde early this morning suggests that the terrorists were not encrypting their 
communications … or data while planning the attack; authorities say they were able to access data on 
a cellphone recovered from one of the suspects—including the location of a safe house that was raided 
on Wednesday, a map of the concert hall where terrorists massacred 89 people and an unencrypted text 
message saying “We’re off; we’re starting.” According to intelligence and law enforcement officials, 
three of the attackers lived in the same district in Brussels, meaning that—assuming they aren’t 
stupid—they would have communicated in person or by courier rather than electronically. If the group 
had been in contact with foreign members of ISIL, as some early reports suggested, the ability to read 
encrypted communications would also be secondary: Determining their associations and movements 
would only require access to their metadata—the communications records already collect in bulk … —
not the encrypted messages’ contents. 

It speaks volumes that the United States, the United Kingdom and France all now have systems for 
collecting massive troves of metadata, yet none of them were able to disrupt these attacks. Indeed, 
newly leaked documents published yesterday by The Intercept show that the U.S. mass surveillance 
programs have no record of preventing major attacks … on the scale of those that occurred in Paris. 

Nevertheless, these same clamors for more surveillance powers re-emerge after every terrorist attack. 
And every time, we give governments the powers they want, only to have them come back for more 
when the next attack occurs. Following the Charlie Hebdo attacks in January, the French Parliament 
overwhelmingly passed one of the most sweeping surveillance laws … in the Western world, giving its 
security services access to citizens’ data without judicial approval. Clearly, this did little to prevent or 
even anticipate the attacks in Paris. 

Given the repeated failure of Western security agencies to detect threats, despite all the surveillance 
tools they’ve been handed, are we now seriously expected to believe that encryption backdoors will 
stop these kinds of attacks forever? Are we really so foolish to uncritically accept that the true purpose 
of mass surveillance is fighting terrorism, when it has been proven time and again that no amount of it 
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is ever enough to keep us safe? It’s little wonder that even the NSA privately admits it suffers from 
having too much data, not too little. 

Terrorism is, among other things, a crime against the mind. The terrorist’s goal is to shock and 
traumatize us such that we fundamentally cripple our society and abandon our most cherished values. 
Fear is the objective—violence is merely the vessel. 

Governments can never keep us truly “safe” from terrorism, because the safety they claim to offer is 
a myth. We’ve been given the illusion of safety because it’s simply impossible to detect every threat 
everywhere at all times. Yet with each new tragedy, the price we pay in terms of civil liberties and 
privacy to sustain this fantasy increases. 

It’s only natural to be scared and angry in light of horrifying and senseless violence. It’s normal to feel 
compelled to do something, anything—however rash or hasty it might seem—to try and prevent these 
horrors from happening again. But we must resist this urge and recognize that terrorism makes us to 
feel this way because it is, at least in the Western world, a rare event. We are still orders of magnitude 
more likely to be killed by police, car crashes, falling furniture or slippery bathroom floors than by 
terrorists. 

Instead of trying to prevent every bad thing from ever occurring, we can be resilient. We can prepare 
for the worst and respond to violence by offering humanitarian aid, solidarity and support instead of 
being consumed by fear. And if we must be afraid, we should fear those in power who claim they can 
keep us safe by waging wars, eroding our liberties and crippling our ability to have control over our 
private lives. 

They are the views of that one particular writer.  

I will quote another writer, Ben Saul, who is a professor of international law at the University of Sydney and an 
associate fellow of the Royal Institute of International Affairs in London. He also raises concerns about 
government responses to the growing terrorist threat when he states — 

Military responses to terrorism have also been spectacularly unsuccessful. The global war on terror has 
caused countless deaths and cost billions of dollars—yet there is more terror than ever 
before … Military responses have correlated with more, not less, terrorism—and most of it has occurred 
in developing countries not the West. 

… 

More human rights, not fewer, were their answer to the greatest atrocities the world has ever witnessed. 

… 

Perfect security is a fantasy.  

In other words, it is not achievable — 

The darkness of terrorism will always find a way through. We need to hold our nerve and answer terror 
with liberty—and not the twilight of freedom.  

It is the same message about being careful about the provision of extraordinary powers that erode civil liberties 
and the realisation that their capacity to protect us is limited. Although they may protect us against some terrorist 
attacks, they are not going to protect us from all of them. As we have seen throughout history, in many cases 
they provide no protection at all because terrorist activities continue to occur, and they are escalating.  

I will refer to another article. This one is headed “Why Did France Fail to Prevent the Paris Terror Attacks?” and 
it commences — 

Seven of France’s security and intelligence shortcomings, which, if resolved, could prevent the next 
strike.  

The article was written by Anshel Pfeffer and was published on 11 January 2015. He talks about a number of 
issues, but he acknowledges — 

France has legislation to act against terror suspects in ways that would be unconstitutional in other 
countries, and its intelligence and special-forces capabilities are first-rate. 

That is not what the problem is. He also states — 
With 1,300 French civilians having gone to Syria and Iraq to fight with Islamist groups, and with 
thousands of other potential jihadists still on French soil, there simply isn’t the manpower to track each 
of them. 
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He raises that as a concern that echoes the views of others. He also refers to radicalisation centres in prisons. The 
article states — 

At the end of the 1980s, France passed a law letting the authorities jail anyone suspected of having links 
to groups “planning terror,” even if these people had done nothing themselves.  
At any given time there are at least 100 men behind bars due to this law, … Many of them are mere foot 
soldiers, but their time in prison, usually with many other young Muslims, has turned the jails into 
radicalization centers.  
The French government has sent moderate imams there in an attempt to deradicalize these young men, 
but without much success. After the main organizers are detained they are kept in a form of house 
arrest, but this doesn’t prevent them from staying in contact with their followers.  

It indicates that some of the laws that were put in place, and that we are telling people we are enacting under the 
veil of preventing future terrorist attacks, are helping to feed the isolation and victimisation that these individuals 
feel. It is a really hard call when we saw hundreds of innocent people, who were going about an ordinary night’s 
entertainment at the concert hall or on the streets of Paris, being attacked and killed in that way. We want to 
respond, but as members of Parliament we need to ensure the responses we provide are measured and 
reasonable, and will deliver results. We need to also understand and communicate that a legal response alone to 
a criminal act will not address the problems that confront the world today. We need to look at our foreign 
policies and at our domestic policies and laws. We need to deal with the isolation that young Muslim people in 
our communities feel, and the exclusion that they feel. We need policies and practices that are inclusive and 
provide support. At the same time we need to guard the liberties that our forefathers fought very hard for—they 
should not be given up easily.  

I simply bring that into the debate in relation to this bill. It is important to understand that although this bill provides 
extraordinary powers, it is very limited in its capacity to keep people safe and to prevent future terrorist attacks. It 
aims to deliver that result, but it will not on its own. When talking to the media and to the community about this 
legislation, we need to be careful that we do not give a false impression or illusion. Having said that, I acknowledge 
these laws play a part. Provided the laws are exercised reasonably by the authorities that have the powers to use 
them, they are an effective tool in helping to deal with the terrorist threat, but they are not the answer.  

HON LYNN MacLAREN (South Metropolitan) [4.27 pm]: I rise to contribute to the second reading debate of 
the Terrorism (Extraordinary Powers) Amendment Bill 2015. I begin by thanking the minister for the briefing 
that was provided to me. It was provided the day after the events in Paris. I think every member who has spoken 
thus far has reflected on how different this debate has been because the bill was received in this chamber in the 
days following the most recent horrific terrorism events in Paris. It has been very appropriate that members have 
been very cautious in their comments and very contemplative of the impact that the anti-terrorism bill before us 
will have on state laws, and even more so the impact that our public comments will have on peace, and concerns 
about racism and anti-racism in our community. It is a time to be very careful about one’s comments about 
terrorism. It is a time to build community. I could not have agreed more with the previous speaker, 
Hon Adele Farina, who managed to say in a very caring way that one of the most important things is to be very 
mindful that what we say in Parliament and in the media, and how we respond to acts of terrorism and those 
people who might seek to strike out in response, in pain and blame, does not seek to further contribute to the 
angst and hurt that society is feeling at this time; and instead, that we act in a constructive manner to try to pull 
society together and heal society from the pain that has occurred.  
As Hon Ken Travers mentioned, the Greens were in the chamber in 2005 when the original bill was debated. 
Debate interrupted, pursuant to standing orders. 

[Continued on page 8731.] 
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